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U.S. Government Defines “Critical Software”
for Supply Chain Security Purposes
By Steven G. Stransky*
This article explains President Biden’s Executive Order 14028, “Improving the Nation’s
Cybersecurity,” which mandates federal agencies implement certain measures to
enhance the security and integrity of the software supply chain.

In response to a series of cyberattacks against the United States and its critical
infrastructure, President Biden issued Executive Order 14028, “Improving the
Nation’s Cybersecurity” (the “Cyber EO”). The Cyber EO mandates federal
agencies implement certain measures to enhance the security and integrity of
the software supply chain. In particular, the Cyber EO requires certain federal
agencies to both publish a definition of the term “critical software” and identify
a list of categories of software that satisfy this definition, which will be used to
limit how the federal government procures such software products. Consequently, the Cyber EO will significantly impact organizations selling, directly or
indirectly, cloud services, software solutions, and other information technology
to the federal government.
BACKGROUND
The Cyber EO includes several provisions that address risks, threats, and new
requirements pertaining to the federal government’s procurement of third party
products and services containing software solutions or programs. In particular,
Section 4(a) of the Cyber EO notes that the “development of commercial
software often lacks transparency, sufficient focus on the ability of the software
to resist attack, and adequate controls to prevent tampering by malicious actors”
and “[t]here is a pressing need to implement more rigorous and predictable
mechanisms for ensuring that products function securely, and as intended.” To
address these concerns, the Cyber EO mandates that certain federal agencies, in
conjunction with the private sector and academia, identify existing or develop
new standards, tools, and best practices for developing and procuring secure
software solutions and to issue guidance (“Cyber Guidance”) that addresses,
among other issues:
*

Steven G. Stransky is a partner at Thompson Hine LLP and vice chair of its Privacy &
Cybersecurity practice group, and a member of its Government Contracts practice group. Mr.
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•

Securing software development environments;

•

Auditing trust relationships;

•

Generating artifacts that demonstrate compliance with this Cyber
Guidance;

•

Employing automated tools to maintain trusted source code supply
chains and that check for known and potential vulnerabilities;

•

Publishing data on the software security life cycle;

•

Maintaining accurate and up-to-date data, provenance of all software
components;

•

Providing a Software Bill of Materials for each product directly or by
publishing it on a public website;

•

Participating in certain vulnerability disclosure programs;

•

Identifying minimum standards for vendors’ testing of their software
source code; and

•

Attesting to conformity with secure software development practices.

The Cyber EO requires that certain agencies furnish recommendations on
drafting amendments to federal acquisition processes and regulations to ensure
compliance with this Cyber Guidance and the other requirements set forth in
the Cyber EO.
DEFINING AND IDENTIFYING CRITICAL SOFTWARE
The Cyber EO mandates that the Director of the National Institute of
Standards and Technology (“NIST”), in consultation with the Director of the
National Security Agency (“NSA”), the Director of the Cybersecurity and
Infrastructure Security Agency (“CISA”), the Director of the Office of
Management and Budget, and the Director of National Intelligence, publish a
definition of the term “critical software” to which the Cyber Guidance
described above would apply. This definition must, according to the Cyber EO,
“reflect the level of privilege or access required to function, integration and
dependencies with other software, direct access to networking and computing
resources, performance of a function critical to trust, and potential for harm if
compromised.” In addition, the Cyber EO provides that the Director of CISA
“use this published definition of critical software to develop a list of software
categories and products that are in scope for that definition and thus subject to
the further requirements of the [Cyber] EO.”
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On June 25, NIST published a white paper1 that defines the term “critical
software” in the context of the Cyber EO and sets forth a preliminary list of
software that meets the definition. For clarity purposes, NIST uses the term
“EO-critical software” to refer to “critical software” and avoid conflating it with
similar terminology used in other existing definitions and frameworks. In turn,
NIST defines EO critical software as:
any software that has, or has direct software dependencies upon, one or
more components with at least one of these attributes: [i] is designed
to run with elevated privilege or manage privileges; [ii] has direct or
privileged access to networking or computing resources; [iii] is
designed to control access to data or operational technology; [iv]
performs a function critical to trust; or, [v] operates outside of normal
trust boundaries with privileged access.
The definition of EO-critical software “applies to software of all forms (e.g.,
standalone software, software integral to specific devices or hardware components, cloud-based software) purchased for, or deployed in, production systems
and used for operational purposes.” On the other hand, software solely used for
research or testing that is not deployed in production systems, are considered
outside of the scope of this definition and therefore not subject to the Cyber
Guidance.
The NIST white paper provides the following preliminary list of software
categories that satisfy the definition of EO-critical software:
•

Identity, credential, and access management: software that centrally
identifies, authenticates, manages access rights for, or enforces access
decisions for organizational users, systems, and devices.

•

Operating systems, hypervisors, container environments: software that
establishes or manages access and control of hardware resources (bare
metal or virtualized/containerized) and provides common services such
as access control, memory management, and runtime execution environments to software applications and/or interactive users.

•

Web browsers: software that processes content delivered by web servers
over a network and is often used as the user interface to device and
service configuration functions.

•

Endpoint security: software installed on an endpoint, usually with
elevated privileges which enable or contribute to the secure operation of

1

The NIST white paper is accessible at www.nist.gov/system/files/documents/2021/06/25/
EO%20Critical%20FINAL_1.pdf.
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the endpoint or enable the detailed collection of information about the
endpoint.
•

Network control and protection: software that implements protocols,
algorithms, and functions to configure, control, monitor, and secure
the flow of data across a network and products that prevent malicious
network traffic from entering or leaving a network segment or system
boundary.

•

Network monitoring and configuration: Network-based monitoring and
management software with the ability to change the state of—or with
installed agents or special privileges on—a wide range of systems.

•

Operational monitoring and analysis: software deployed to report
operational status and security information about remote systems and
the software used to process, analyze, and respond to that information.

•

Remote scanning: software that determines the state of endpoints on a
network by performing network scanning of exposed services.

•

Remote access and configuration management: software for remote system
administration and configuration of endpoints or remote control of
other systems.

•

Backup/recovery and remote storage: software deployed to create copies
and transfer data stored on endpoints or other networked devices.

The NIST white paper identifies the types of software products and solutions
that align to these categories and NIST’s rationale for including these categories
therein. However, the NIST white paper also notes that CISA is ultimately
responsible for providing “the authoritative list of software categories” that
satisfy the definition of EO-critical software, which will be included in the
initial phase of the Cyber EO’s implementation.
PHASED IMPLEMENTATION
NIST recommends that the federal government implements the requirements set forth in the Cyber EO in a phased approach. According to NIST,
such an incremental manner will provide the software industry the opportunity
to furnish feedback to the federal government and better enable improvements
to NIST’s processes with each additional phase. Accordingly, NIST formally
recommends that the initial implementation phase “focus on standalone,
on-premises software that has security-critical functions or poses similar
significant potential for harm if compromised.” In addition, subsequent phases,
according to NIST, may address other categories of software, such as:
•

Software that controls access to data;
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•

Cloud-based and hybrid software;

•

Software development tools (e.g., code repository systems), development tools, testing software, integration software, packaging software,
and deployment software;

•

Software components in boot-level firmware; or,

•

Software components in operational technology.
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