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Privacy and Data Security In The Real World:
You Can’t Protect What You Don’t See

By Thomas F. Zych*

If one does not know what information is gathered and used, who the users are and
where the data actually go, the quality of advice and sufficiency of security programs are
susceptible to foreseeable but unforeseen vulnerabilities. Asking the right questions from
the outset is key. The author of this article suggests that sound counsel cannot commence
until those involved have a solid understanding of exactly what the real, day-to-day
data landscape looks like. These are the what, who, why, where, how long and what-
now questions, the answers to which provide a sufficiently detailed map of the data
used within the enterprise that requires appropriate security.

Information security is now a mature discipline. As with any mature discipline, the
field has adopted and accepted conventional wisdom and standard approaches. With
the passage of time and the accumulation of experience, we have a sufficient perspec-
tive on which to base a judgment as to how that wisdom and those approaches fit the
world in which data really live and function.

ENSURING THE SECURITY OF PERSONAL AND PROPRIETARY
INFORMATION

One way to assess and measure how we have come to approach ensuring the security
of personal and proprietary information is to experience how not to go about it. In
common practice, security counseling often breaks down into several principal tasks:

� Designing effective policies, procedures and practices for protecting sensitive
information;

� Managing the security of information entrusted to third parties; and
� Implementing plans for responding to data security incidents.

For the lawyer, overlaying each of these elements is the appreciation and commu-
nication of compliance obligations and the consequences of security successes and
failures. In other words, typical data security counseling usually focuses on the struc-
ture and articulation of security means – technical, administrative, and physical – that
are bolted onto an enterprise’s operations.

This approach, however, assumes that the information in question is fungible
and exactly what we expect it to be, or at least that the data in question falls into
predictable types (e.g., PHI, PII, proprietary information) that can be managed by

* Thomas F. Zych, a member of the Board of Editors of Pratt’s Privacy & Cybersecurity Law Report, is a
partner in Thompson Hine LLP’s Cleveland office, where he chairs the firm’s Emerging Technologies practice
and heads its Privacy & Cybersecurity team. He may be contacted at tom.zych@thompsonhine.com.
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data classification almost without reference to the details of the enterprise’s working
environment. Even skilled privacy counsel may leave it to the enterprise to match its
actual compliance to broadly articulated standards. Enterprises often contribute to the
problem by seeking counsel’s prior experience as a benchmark for best practices, using
someone else’s conclusions as a starting place for their own. Both of these approaches
are inherently flawed. The core problem is they start one question too late.

WHAT IS THE CORRECT FIRST QUESTION?

What is the correct first question? I suggest that sound counsel cannot commence
until those involved have a solid understanding of exactly what the real, day-to-day
data landscape looks like. The best security plans, the best drafted security protocols
and the tightest IT security systems will be inadequate unless all of the players first
know exactly what data is at issue, where it resides and who can access it. Knowing that
landscape requires greater insight than cataloging what types of information are at
stake. Rather, no sound counsel will emerge until and unless the enterprise and its
counsel develop a clear, documented and accurate picture of:

� The types of information each business function gathers, intentionally or other-
wise, in the ordinary course of its business;

� Who within each function obtains, accesses and uses the information;
� Why the information is gathered and used, and whether it is used or accessed

for reasons other than as originally intended;
� Where within the company’s (1) IT systems, (2) physical storage and (3)

individual users’ enterprise and personal devices the information is accessed
and stored;

� With whom outside the enterprise the information is shared, why and under
what controls;

� How long information is really kept (notwithstanding published document
retention policies) and how information is disposed of; and

� How real world, day-to-day business practices differ from existing policies and
best practices.

These are the what, who, why, where, how long and what-now questions, the
answers to which provide a sufficiently detailed map of the data used within the
enterprise that requires appropriate security. The answers also give counsel an under-
standing of the real world of data practices around which practical and sustainable data
security formulas can be built. The questions are pertinent to every type of information
the enterprise uses.

Certainly, this approach is easily contrasted with the worst of all worlds: drive-by
counsel. All of us have witnessed enterprises adopting stock policies in response to new
data security laws or regulations to check off a compliance box – policies that often are
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adopted but not really implemented. They are doomed from the start because they
proscribe workplace information handling standards untethered to real business prac-
tices; they are only relevant by accident.

PERILS OF CONVENTIONAL SECURITY PLANNING AND ADVICE

But even a thoughtfully constructed information security framework risks ineffec-
tiveness, or even irrelevance, if the information mapping step is skipped. If, for
example, solid access and authentication systems are implemented regulating how
and when employees may access a company’s human resources information systems,
the policy breaks down if the authorized employees regularly extract data, incorporate
it into off-system spreadsheets, analyses and reports and email their work product to
other company employees or even third-party service providers. In that scenario, the
applicable rule works only as far as the understanding of how people really use infor-
mation matches the articulated safeguard.

Another timely example further illustrates the point. A company’s proprietary
product formulations are stored in a research and development data storehouse,
which only authorized users with dedicated user IDs and passwords may access.
The company decides to use a data search utility (say, for example, a Google search
appliance) to facilitate efficient data retrieval. Leaving aside the specifications and
configuration of the utility, knowing that the utility is in use (or even that it is
contemplated) allows counsel to calibrate the security rules to take into account this
new access point and suggest controls on the use of the utility itself. On the other hand,
ignorance of the new data retrieval capability may result in a facially adequate policy
that falls prey to an unappreciated back door.

Let’s consider one more example. A consumer products company operates a sophis-
ticated customer relations system populated with robust and granular data about
current and prospective buyers. The system is used for a wide variety of real-time –
and perfectly lawful – communications in multiple media. The selection of data fields,
the provisioning of limited access, the necessary controls to keep personal data on the
system and the appropriate technical protections against intrusion all are in place.
What could go wrong?

Perhaps this: Once in operation, the data storehouse becomes attractive for joint
marketing efforts with channel partners. Let’s assume that all privacy notices are
sufficient to permit such sharing. Even so, the connection of an initially secure
system to a system processing a new relationship raises three potentially serious security
concerns. First, data are being transmitted from the protected system by a commu-
nication system of uncertain security. Second, the data are transferred to a partner’s
secured system, which may or may not meet the first enterprise’s standards. Third, the
second system may turn out to be a transit point to other enterprise and personal
systems on the recipient’s end. Remember, data persist and move. The benefits of all of
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the careful planning on the front end, and the design and implementation of the
original marketing database can be lost if the new collaborative use either was not
anticipated up front or considered in an ongoing review of database use and the parties
then fail to anticipate and plan for (or at least respond to) flexible uses of existing
systems.

Each of these examples illustrates the perils of conventional security planning and
advice. While it may sound naı̈ve or heretical, data exist to serve business practices and
not the other way around. It is tempting to assume that information is used only as
originally designed, for the original purposes and only by those involved in the
intended activities. That’s just not how we work today. Information is critical to
virtually every business activity, and ‘‘speed to know’’ is both an expectation and a
competitive imperative. Business rewards quick and accurate use of data, and no one
should be surprised when we look for relevant information where, when and how we
need it.

OPTIONS

There are two choices in the face of this reality. First, a business may lock down data
to only its originally intended uses and single storage locations. This approach has a
surface attraction: safety. But this approach – not an uncommon one – is unlikely to
survive real-world use. It presumes perfect foresight, it assumes all data types and their
uses can be anticipated, and it concludes without review and reconsideration.

The second approach is to delay creating and implementing data security policies,
protocols and procedures until a robust picture is created of what data really are
gathered, used, stored and communicated throughout the organization. And there is
one simple way to do this: Talk to the people who actually handle the information.
Surely, sophisticated data mapping tools exist to provide detailed diagrams of how
information is stored and communicated within a business’s IT environment. These
tools not only assist in identifying security vulnerabilities, they provide useful collateral
benefits such as ESI gathering and protection in private litigation and government
enforcement. But, by themselves they fail to reveal how real people use real informa-
tion in real activities. Going to the horse’s mouth remains the best way to learn how
information really flows.

It is, of course, impossible to query every conceivable data user individually.
However, covering the breadth of business franchises, selecting representative users
senior enough to appreciate the full range of a function’s operations while not being
removed from day-to-day operations, and discussing what information is used, where
it comes from and where and to whom it is communicated, will both highlight
practical vulnerabilities and locate where controls are best applied. A parallel set of
focused discussions with IT management and functional support allows the counselor
to test actual use against system design, as well as system security adequacy against
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real-world experience. These two paths should (in an ideal environment) proceed
together, allowing cross-checking throughout the undertaking.

This exercise will provide a realistic evaluation of actual information practices upon
which reliable security measures can be overlaid. Rather than a rules-based regime, best
(or at least better) practices can be established and actual vulnerabilities of the type
illustrated above can be identified and mitigated. Memorialized, the evaluation
provides a way to predict vulnerabilities when new systems are implemented and as
the business evolves. This initial evaluation also makes ongoing evaluation more
efficient and focused.

CONCLUSION

In the end, how any enterprise approaches information security should be an indi-
vidual decision. There are no real sizes when it comes to adequate information security,
let alone a size that fits all. But one reliable constant remains across all businesses: If one
does not know what information really is gathered and used, who the users are and
where the data actually go, the quality of advice and sufficiency of security programs
are susceptible to foreseeable but unforeseen vulnerabilities. Asking the right questions
from the outset is key.
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